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EVERYTHING I KNOW ABOUTEVERYTHING I KNOW ABOUT 
TECHNOLOGY…





About NACSAbout NACS
• Founded in 1961 

l l b• Approximately 2,000 retail member companies
– Operating more than 75,000 stores in the US

– Operating more than 300,000 stores globallyp g , g y

– Members in 49 countries

– 49 of the 50 largest companies in the industry 

79% of our US members operate 10 or fewer stores– 79% of our US members operate 10 or fewer stores

– Increasingly diverse retail membership
• Jack‐In‐The Box, Delta Sonic, Kroger, Publix, Giant Eagle, Follett College 
Book Stores TA Travel CentersBook Stores, TA Travel Centers 

• PetroCanada, Quickie Convenience Stores, Tesco, BWG, Topaz, Welcome 
Break, Total,  Pick n Pay, Seicomart, Dairy Mart, Famima, PTT, Woolworths 
AU, Coles Express, JMEL, OXXO, Repsol, Ipiranga, p , , , p , p g

• Approximately 2,000 supplier member companies 



NACS’ th d fNACS’ three pronged focus

• Knowledge • Connections

– State of the Industry (SOI) 
Data through CSX

– Support of Technology 

– The NACS Show
– NACStech Show
– SOI Summit

standards (PCATS)
– Industry research
– Educational products

SOI Summit
– HR Forum
– Category Management 

Conferences
– NACS Magazine & NACS 

Daily
• Advocacy

Conferences
– NACS Global Forum & Study 

Tours
– NACS Social Media

– Government Relations
– Media Relations

NACS Social Media



About our industryAbout our industry



About our industryAbout our industry
• Our 145,000 stores…

= 50,000 more than: Warehouse clubs+ Supercenters + Dollar stores + 
Mass merchandise stores + Supermarkets + Drug stores

Over 90,000 of stores are run by single store operators

• Our 2008 sales totaled US$624.1 billion equaling over 4% of 
the US GDP

• 160 million transactions per day• 160 million transactions per day
– Every 40 hours the industry serves the equivalent of the entire mobile 

population of America (6 years to 85 years old)

• 98% of Americans shop at c‐stores once/month

• We sell 80% of the motor fuel sold in the U.S.



About our industryAbout our industry
• We employee over 1,700,000 million workers on the retail 

side alone
• Some of our members made Fortune Magazine’s 100 Best 

Companies to Work For in the USA in 2009p
– #27 QuikTrip
– #93 Valero Energy

• We have stores in every congressional district• We have stores in every congressional district
• Our stores are physically closer to the homes of America than 

any other channel of trade 
– We are the “neighborhood” store

• We are the mosaic of America
– Every race, creed, gender, income, age





Interchange Rates Increased to Highest Level Ever –g g
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Card Fees vs. Pretax Profit
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HOW I FEEL ABOUT THE CREDITHOW I FEEL ABOUT THE CREDIT 
CARD COMPANIES…



If those think that they can get awayIf those                                               think that they can get away 
with this                        interchange                        they have 
another thing coming. 

Check your oil?When I get my hands on those                                                I will 
take a and place it so fartake a                         and place it so far                                                 
that  they will                                                for the rest of their 
lives!!!



PCI? DON’T GET ME STARTED…PCI?  DON T GET ME STARTED…



PCI DSS: Payment Card Industry 
Data Security Standards



PAYMENTPAYMENT
CARDCARD
INDUSTRYINDUSTRY

DATA SECURITY STANDARD



PUNISHMENT FORPUNISHMENT FOR
CHALLENGINGCHALLENGING
INTERCHANGE FEESINTERCHANGE FEES
DATA SECURITY SMOKESCREEN



• The PCI Security Standards Council is led by a policy setting

PCI mandates are another form of Interchange

• The PCI Security Standards Council is led by a policy‐setting 
Executive Committee, composed of representatives from the 
founding payment brands.   Operational decisions are made 
by a Management Committee, also from the payment brands. 



• The card brands run the PCI Security Standards organization 

PCI mandates are another form of Interchange
y g

and man the committees that develop mandates
– The Council only develops and catalogs the standards and trains and certifies 

auditors

– The card brands interpret and enforce the standards….period, end of sentence 

• An Advisory Board , drawn from Participating Organizations, 
provides feedback on the evolution of PCI Data Securityprovides feedback on the evolution of PCI Data Security 
Standard
– A Marketing Working Group, Technical Working Group, and a Legal Committee, 

h ti i t d f th t b d d l ith th iwhose participants are drawn from the payment brands, deal with their 
respective activities.

– The Board of Advisors get to review “standards” a month before issuing and can 
“comment” but have no input on the standards themselvescomment  but have no input on the standards themselves.  



Wh t i NACS d i ?
• NACS has been making members and the industry aware of PCI 

What is NACS doing?

and other credit card mandates since 2004 through:
– NACS event workshops, webinars, & magazine articles and presentations 

at over 50 industry eventsy

– NACS has joined the PCI Security Standards Council as a Participating 
Organization and is lobbying for a Board of Advisors seat

o NACS participates on one of two SIGsp p

– We have worked with leading PCI consultancies to construct industry‐
focused compliance tools.  

– We have engaged PCATS to assist in any future standards representationWe have engaged PCATS to assist in any future standards representation 
and development

– NACS Technology Council, a group of retail and supplier volunteers, is 
keeping abreast of the main issues where our members need supportkeeping abreast of the main issues where our members need support



Wh t i NACS d i ?
• We categorically support data security 100% and understand the 

What is NACS doing?

risks associated with handling sensitive cardholder data
– Our industry is in the “risk business” and we do a good job at it!

o We handle and sell motor fuels as well as sell alcohol, tobacco, lottery tickets, and food y
(even cold medicine) and process over 160 million transactions a day, without crisis or 
fanfare

– The card brands need our expertise (including industry technology 
id d ) i i i k h d l i t d dproviders and processors) in managing risk when developing a standard

o …instead of developing mandates in a vacuum that end up costing our industry billions of 
dollars to implement and doesn’t provide 100% protection of sensitive cardholder data 

– In the meantime we’ll work on both educating on compliance and workingIn the meantime, we ll work on both educating on compliance and working 
to turn the mandates into real standards that are developed by a real 
standards body



PCI overviewPCI overview



Wh t i PCI d h d it l t tWhat is PCI and how does it relate to our 
industry?

• Many companies, including retailers who accept or process 
credit cards have been compromised, costing those 
organizations a great deal of money in fines and civil penalties.organizations a great deal of money in fines and civil penalties.  

• PCI relates to Payment Card Industry data security mandates 
that protect sensitive cardholder data from being stolen, 
reducing the risk to business and consumers alike.

• PCI mandates are developed by representatives of the five 
major card brands through an organization known as the PCImajor card brands through an organization known as the PCI 
Security Standards Council

• Credit card brands are responsible for enforcing mandate 
compliance 



Wh t i PCI d h d it l t tWhat is PCI and how does it relate to our 
industry?

• In its simplest terms, PCI addresses two major areas
– Overall chain network and POS securityOverall  chain network and POS security

– Pin Pad encryption at the pump/POS

• Deadlines have passed for certification of networkDeadlines have passed for certification of network 
and POS security to PCI mandated standards.

• Pump Pin Pad encryption deadline is due July 1, 2010p yp y ,
– There appears to be some softening on either the deadline 
date or a postponement of fines   



NETWORK COMPLIANCE
PCI
NETWORK COMPLIANCE



Who in our industry must comply?

• Everyone who accepts credit cards as a method of 
payment (wholesale OR retail)payment (wholesale OR retail)

– Compliance requirements are based on the 
number of Visa/MC transactions processed in a / p
year  ‐‐ AND –

– Type of technical network configuration you have



How difficult is it to comply?
• It’s difficult complicated and may cost a bit of money• It s difficult, complicated, and may cost a bit of money

– Initial cost of compliance could be $5,000 + for single store 
independent plus hardware and software upgradesp p pg

– Annual compliance could cost a further $1,000 + per year

• It’s the right thing to do on many levels
– Reduce risk to customers & organization

– More effective network policies and practices

– Increased civil obligation from all levels of government

– Non‐compliance risks merchant’s ability to accept cards as a 
f f tform of payment



PCI t k tifi ti d i i tPCI network certification decision tree



PCI li b i

1 Take the open book pre‐test (SAQ – Self Assessment

PCI compliance basics

1. Take the open book pre test (SAQ  Self Assessment 
Questionnaire)

2. Verify you have approved hardware and software

3. Fix what is at risk and optimize system design

4. Test and correct quarterly and annually (as required)

5. Train staffs on the front line

6. Document the whole process (CYA)

7 Prepare “disaster recovery” plan for breaches7. Prepare  disaster recovery  plan for breaches

8. Recertify annually



What makes PCI compliance even tougher…What makes PCI compliance even tougher…



Security environment



Th th t i l
Skimmers are our biggest threat

The threat is real



Th th t i l

Skimmer Modus Operandi:

The threat is real

Skimmer Modus Operandi:
• Target unattended environments

• High volume stations targeted• High volume stations targeted

• MPD located away from cashier

A i f t l ith h d “b• Access via front panel with common, shared “brass 
key”

• Suspects impersonate pump service technicians• Suspects impersonate pump service technicians

• Reader device attached to card reader and PIN pad

More on MPD threats later…



VISA compromise statistics



C i i iCompromise statistics

Level 1‐3
10%

While larger 
merchants representmerchants represent 
greater transaction 
volume, smaller 
merchants have 

Level 4
90%

greater risk due cost 
and complexity

This analysis is derived from more than 400 cardholder data compromise 
investigations performed in over 20 different countries.g p



C i i iCompromise statistics

F d S i

4%
3%

3%
2%

Food Service

Retail

Entertainment

Travel

52%

4%University

Payment Processor

Telecom

Non‐Profit/NGO

27%

Non Profit/NGO

Media

Government

Petroleum

di lMedical

Construction

Food Service Industry represents the majority of the compromises.  Retail 
Industry is the next largest industry seeing compromises.



Prohibited data

Cardholder Verification Number (CVN)( )
(CID/CVV2/CVC2)

CVV2

CVV



C f liCost of non‐compliance

$ /• Direct costs: $182/account compromised
– Notification, hotlines, websites, credit monitoring, fines

I di• Indirect costs
– Forensic investigation, system upgrades, time, card re‐
issuance fraud liability lawsuitsissuance, fraud liability, lawsuits

• Brand damage

• Open to class litigation• Open to class litigation
– “Small” breach (5,000 accounts) costs $1+ million

• Median business breach: 50,000 to 100,000 accounts



PCI DSS liPCI‐DSS applies to…

• You if you store, process or transmit 
cardholder data

• Systems that process or store data and 
systems that connect to them

• Compliance is mandatory
– Required through the “merchant agreement”Required through the  merchant agreement  



PCI compliance levels | What They Sayp | y y

Merchant
Any merchant processing over 6 million VISA or MasterCard 
transactions per year OR identified as any card brand as aMerchant

Level 1

h ll d

transactions per year OR identified as any card brand as a 
Level 1 merchant.

29,500 stores – 22% of industry

Merchant
Level 2

Any merchant processing 1 to 6 million VISA or MasterCard 
transactions per year.

12,700 stores – 8% of industry

Merchant
Level 3

Any merchant processing 20,000 to 1 million VISA or 
MasterCard e‐commerce transactions per year.

Merchant
Level 4

Any merchant processing less than 20,000 VISA or MasterCard 
e‐commerce transactions per year, and all other merchants 
with less than 1 million transactionswith less than 1 million transactions

122,700 stores – 74% of industry



S i i dh ld dSensitive cardholder data

S PCI SSCSource: PCI SSC



PCI DSS V PCI PA DSSPCI DSS Versus PCI PA‐DSS

• PCI DSS is the applicable PCI standard for 
companies operating an overall payment system 
(i e merchants and service providers)(i.e., merchants and service providers)

– It is a systemic standard that incorporates all of the 
components in an overall payment systemscomponents in an overall payment systems

– To be “overall” compliant (i.e., PCI DSS compliant) 
requires all of the individual components in the overall q p
payment system to be compliant 
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PCI DSS V PCI PA DSSPCI DSS Versus PCI PA‐DSS

• PCI PA‐DSS is the applicable PCI standard forPCI PA DSS is the applicable PCI standard for 
individual payment applications that a company 
uses to operate an overall payment system

– Payment applications typically include
o POS systems

o Payment terminals

o Payment switches or payment servers

o Site controllerso Site controllers

– Previously referred to as Visa Payment Application Best 
Practices (PABP) standard
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PCI DSS V PCI PA DSS

• Not all components in an overall payment

PCI DSS Versus PCI PA‐DSS

Not all components in an overall payment 
system are considered payment applications
– e.g., a network router, a firewall

• PCI DSS does not explicitly require all payment 
application components to be PCI PA‐DSS 
compliant.  However…

• …It is difficult to see how a company could 
achieve PCI DSS compliance if one of its payment 
applications is not PCI PA‐DSS compliant

49



The PCI food chainThe PCI food chain
…or who owns PCI at my sites?

• Acquirers (banks) are contractually obligated to payment• Acquirers (banks) are contractually obligated to payment 
brands for PCI compliance of their merchants|agents

• Acquirers pass this responsibility down the contractualAcquirers pass this responsibility down the contractual 
chain, and this is where things get tricky

• PCI implementation responsibility is clearest in industries 
with company‐owned and operated retail sites

– The convenience and petroleum retailing channel involve jobbers 
(many with multiple levels of supply with multiple brands) &(many with multiple levels of supply with multiple brands) & 
dealers (often with multiple brands), Ownership versus operation 
of sites, and other subtleties that blur this tremendously

– Difficult to provide general direction



The PCI food chainThe PCI food chain
…or who owns PCI at my sites?

• Opinions Vary:

– One jobber: “I just provide fuel; I'm simply another 
d t it ”vendor to sites”

– One site operator: “my brand(s) is fully responsible 
for PCI”for PCI

– One major oil company: “site owners are ultimately 
responsible for the PCI of their sites”p

– One major oil company: “jobbers are ultimately 
responsible for the PCI of their sites”



The PCI food chain

• However one guidance can be offered: follow the contracts

The PCI food chain
…or who owns PCI at my sites?

• However one guidance can be offered: follow the contracts
• It is critical for everyone (MOCs, jobbers, dealers, operators) 

to get absolute clarity and agreement on who owns what 
t f i l ti PCI t h it ( hi h i htaspects of implementing PCI at each site (which might vary 

by jobber, MOC, etc.) and what “lines of demarcation” exist
– Consider having a face to face meeting with all involved 

ti t di ll t f i l t tiparties to discuss all aspects of implementation across 
all components in your payment processing chain

• Personal advice…
– If you’re the merchant, you must act is if you are fully accountable 

for all aspects of PCI compliance until you can contractually prove 
otherwise

• LIABILITY FLOWS DOWNHILL!• LIABILITY FLOWS DOWNHILL!



Wh ll h PCI DSS d dli ?What really are the PCI DSS deadlines?

SURPRISE!!!SURPRISE!!! 

According to the “Merchant Agreement” and its reference to the 
“Operating Rules”, we’ve always been responsible for sensitive card 
h ld it i thholder security in one way or another…

• Perhaps said best by American Express: “since its introduction in 
2002, the data security operating policy has applied to your 
business under our card acceptance agreement”

• Or Visa: “mandated since June 2001, Visa’s CISP is intended to 
protect Visa cardholder data—wherever it resides”protect Visa cardholder data wherever it resides

• Officially, Levels 1 – 3 merchants were to be PCI compliant by 
end of 2005



What tough questions should I be askingWhat tough questions should I be asking 
my POS vendor and network provider? 

I MOC ifi i f POS PCI PA DSS lid d?• Is my MOC‐specific version of POS PCI PA‐DSS validated?

• How do I migrate my current system and erase old card data

• Has the method of remote access used to support POS systems been PCI• Has the method of remote access used to support POS systems been PCI 
PA‐DSS validated?

• Does each instance of my POS have unique user IDs and passwords for 
remote support?  If so, how are IDs added, managed, and removed?

• Does my POS log each and every system access?  Including “root” or 
“administrator” access during infrequent activities like OS upgrades?g q pg

• How can I review the log files from my POS?

• How does my POS support a segmented site Local Area Network (LAN) 
architecture?



What tough questions should I be askingWhat tough questions should I be asking 
my POS vendor and network provider? 

• How are unique user IDs and passwords managed on 
each network endpoint such as a DSL router, VSAT 
C t P i E i t (CPE) t )Customer Premises Equipment (CPE), etc.)

• Does my POS log each and every system access to on‐site 
network components?network components?

• Who is reviewing logs from on‐site network  equipment 
such as firewalls and Intrusion Detection and Prevention 
Systems (IDPS)?



Final thoughts on PCI DSS and PCI PA DSSFinal thoughts on PCI DSS and PCI PA‐DSS
• Read! Read! Read!   …and then…ask, ask, ask!

R i ll i i ifi i f• Review all existing contracts; get specific in future 
contracts

• Obtain everything in writing• Obtain everything in writing

– Standards & (especially) interpretations of standards are rapidly 
evolving

o What was “OK” in 2007 may no longer be OK today

o The standards will be updated every 18 – 24 months!

– When you make implementation decisions, be sure to request 
application documentation from your acquirer, assessor, and 
payment card brands 

– “I don’t know” does not mean “It’s OK to ignore it”



B i Bl k t C liBasic Blocks to Compliance
Process, Policies 
and Procedures

Isolation and Access 
Control

SystemSystem 
Integrity/Certification

Minimal Data 
Retained



Lastly – Consider PCI an Ongoing Process

Level Validation Actions SCOPE Validated By

1
• Annual On‐Site Security 
Audit                    ‐ AND ‐

• Authorization and 
Settlement Systems

• Independent Assessor or 
Internal Audit if signed by 
Officer

• Quarterly Network Scan • Internet Facing Perimeter  • Qualified Independent Scan 
Systems Vendor

• Annual Self‐Assessment 
Questionnaire
AND

• Any system storing, 
processing, or 
transmitting cardholder

• Merchant
• Optional support from qualified 

vendor

2 & 3 ‐ AND ‐ transmitting cardholder 
data

• Quarterly Network Scan • Internet Facing Perimeter 
Systems

• Qualified Independent Scan 
Vendor

A l S lf A t I t t F i P i t M h t

4

• Annual Self‐Assessment 
Questionnaire

• Internet Facing Perimeter 
Systems

• Merchant
• Optional support from qualified 

vendor

• Network Scan 
Recommended

• Internet Facing Perimeter 
Systems

• Qualified Independent Scan 
VendorRecommended Systems Vendor



PCI DSSPCI DSS PCIPCI P tP t PCI PINPCI PIN E t D iE t D i

PCI Cheat Sheet
PCI DSSPCI DSS PCIPCI Payment Payment 

Application Application --DSSDSS
PCI PINPCI PIN Entry DeviceEntry Device
(Visa Driven)(Visa Driven)

Deadline • Now • Now • July 1, 2010 “Go Live Date”
• Pumps purchased today 
must be 3DES readymust be 3DES ready

Scope • Any system transporting or 
supporting card acceptance

• Any hardware and/or
software performing card 
transactions or storing 
allowed data

Any store accepting Visa or 
MasterCard debit cards
• POS PIN Pads
• Dispenser PIN Pads

Risk of non –
Compliance

• Breach Liability
• Brand Damage

• Breach Liability
• Brand Damage
• Loss of card acceptance

• Cannot accept Visa and 
MasterCard logo debit cards
• Non-logo debit still ok

Point of Focus • All chain systems not 
“firewalled” from Payment 

• Point of Sale
• Card Terminal

• Point of Sale
• Card Terminal

Applications • NOT Dispensers!

Basic Activity 
Focus

1. Self Assessment (SAQ)
2. Determine Merchant Tier
3. Remediate SAQ issues
4. Re-Assess

1. Install certified PA 
systems

2. Self Assessment (SAQ)
3. Determine Merchant Tier

1. Assess need to continue 
accepting PIN debit

2. Determine cost of 
upgrading

5. Keep document records
6. Periodic scans (per Tier)
7. Annual review/audit

4. Remediate SAQ issues
5. Re-Assess
6. Keep document records
7. Periodic scans (per Tier)
8. Operating systems 

pg g
3. Begin upgrading NO 

LATER than one year 
before deadline

updates
9. Annual review/audit



PED: PIN Entry Devices and youPED: PIN Entry Devices and you



Two “Flavors” of DebitTwo  Flavors  of Debit
• PIN Debit

• Signature is replaced by 4 digit personal identification number (PIN)
Th t t ti il bl t• The most secure transaction available to consumers

• There are over 15 regional and national “EFT” networks driving ATMs and 
handling PIN transactions

Si t Offli D bit• Signature or Offline Debit
• PIN-less debit transacted on credit network

– 80% of PIN cards can operate offline
Vi ll d Vi b d d PIN d bi d h di d k i

Only process as 
PIN debit

• Visa allowed Visa-branded PIN debit cards on the credit card network in 
1991 – about the same time they bought the Interlink EFT network

• MasterCard followed suit in 1995
PIN  debit

Can process as 
signature  debit



A i d i PED i lAn introduction to PED terminology

d ( ) d h h• A PIN entry device (PED) is any device into which a 
customer can directly type a PIN

– PEDs almost always have a magnetic stripe reader (MSR) but anPEDs almost always have a magnetic stripe reader (MSR), but an 
MSR by itself is not a PED

• PEDs are subdivided into two groups:

– POS PEDs: associated with product or service purchase 
transactions

EPP PED t d t t t d t ll hi d f– EPP PEDs: connected to an automated teller machine used for 
financial transactions and other unattended applications (e.g. 
fuel dispensers)



A i d i PED i lAn introduction to PED terminology

f h bd d d• POS PEDs are further subdivided into two groups

– Attended: used in presence of store employees, almost always 
located inside store—not forecourtoca ed s de s o e o o ecou

• Most common example: PIN pad

– Unattended: used in locations and situations where an 
employee is not present

• Most common examples: kiosk vending machines accepting debit 
as form of payment, MPDs (or automated fuel dispensers AFDs, 
which is term used by payment brands and PCI SSC)



How are unattended POS PEDs (like AFDs)How are unattended POS PEDs (like AFDs) 
being compromised?

• Criminals instead obtain access to install the capture device on‐site by:
– Obtaining a generic “brass key” for dispenser model being targeted 

o Many dispensers do not have unique key locks installedo Many dispensers do not have unique key locks installed

o Critical to train site employees to question anyone unexpectedly attempting to 
service” or “upgrade” one of their dispensers 

o Store personnel need to inspect pumps at least once per day

o Consider tamper‐proof security seals on all pumps



Wh i TDES?What is TDES?

• Triple DES encryption (TDES or 3DES) is the next minimal p yp ( )
encryption used to encrypt pins between a PED and the 
acquirer

Man retail pa ment s stems c rrentl se Deri ed Uniq e Ke Per– Many retail payment systems currently use Derived Unique Key Per 
Transaction  (“DUKPT”)

– Some still use Master Session!

• BTW, this is not a PCI SSC standard…think of it as an “add‐on” 
to the PCI standards that supports overall payment security

• NOTE: A device may be capable of using TDES—that does not• NOTE: A device may be capable of using TDES—that does not 
mean you have a TDES‐key injected and are using it
– You need to confirm that you have a TDES key injected
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Vi M d U di POS PIN P dVisa Mandates Upgrading POS PIN Pads

l di d l iPOS TDES Usage — Excluding U.S. Automated Fuel Dispensers 
(AFDs) at Petroleum Merchants 

• October 1, 2009: Acquirers must submit to Visa a summaryOctober 1, 2009: Acquirers must submit to Visa a summary 
TDES compliance status report and plan to achieve full 
compliance for sponsored attended POS activity. 

• August 1, 2012: Acquirers may be assessed fines for 
sponsoring any non‐TDES compliant merchants or agents. 

NOTE: No other brand has followed suit.



Visa Mandates Upgrading Dispenser PIN PadsVisa Mandates Upgrading Dispenser PIN Pads
U.S. Petroleum Merchants — TDES Usage 

• October 1, 2009: Acquirers must submit to Visa a summary TDES 
compliance status report and plan to achieve full compliance for 
sponsored AFD activity. 

• July 1, 2010: Acquirers may be assessed fines for merchants that are not 
using at least SDES Derived Unique Key per Transaction (DUKPT) or TDES. 

• Inside petroleum sales (non‐AFD) will be managed under the POS category 
policy. 

U.S. Petroleum Merchants— Encrypting PIN Pad (EPP) Usage 

• January 1, 2009: Acquirers may be assessed fines for newly deployed AFDs 
i h S bl C d I d ( CI) dwithout TDES‐capable Payment Card Industry (PCI)‐approved EPPs. 

• October 1, 2009: Acquirers must submit a summary AFD EPP attestation 
for newly deployed AFDs at sponsored merchants.

NOTE: No other brand has followed suit.



Compliance Summary
January 2004January 2004

All new POSAll new POS--PED devices PED devices 
must be PCI certified and must be PCI certified and 
capable of supporting TDES capable of supporting TDES 
keys for PIN encryptionkeys for PIN encryption

August 2012August 2012
All POSAll POS--PED devices must PED devices must 
be using TDES keys for PIN be using TDES keys for PIN 
encryptionencryption

JanuaryJanuary
20042004

August August 
20122012

............

July 2010July 2010January 2009
All new dispensers must

JulyJuly

All dispensers must All dispensers must 
be be using SDES or SDES or 
TDES keys for PIN TDES keys for PIN 
encryptionencryption

All new dispensers must 
have PCI certified EPP’s 
that can support TDES 
keys for PIN encryption

JanuaryJanuary JulyJuly
20102010

............

JanuaryJanuary
20092009



An Introduction to PCI UPTAn Introduction to PCI UPT
• PCI UPT (Unattended Payment Terminal) is the applicable PCI 

standard for unattended POS PEDs (such as those found in AFDs)
– It is a systemic standard that incorporates

• Device characteristics

• Device management

– Applies to UPT as a whole (both keypad and other components)

• Challenge: PCI UPT is not a released PCI standard yet, although 
work has been on‐going for two years
– Expectation is that it will be released in 2009 (although, in fall 2007, 

expectation was that it would be released in 2008…)

• Once released, this will be a critical standard for our industry—
so you must carefully track its status and begin conversationsso you must carefully track its status and begin conversations 
with your dispenser manufacturers now



A d b di d | fiA word about dispenser updates|retrofits

• Ensure that any changes made to your dispensers 
will meet all necessary non‐payment related 
t d d & l t li hstandards & regulatory compliance such as:
– U|L

– Americans with Disabilities Act– Americans with Disabilities Act

– Weights & Measures

• Also clarify & consider implications of any changes toAlso clarify & consider implications of any changes to 
your warranty & maintenance agreements
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With PCI UPT on the horizon…With PCI UPT on the horizon… 
what should I do about PCI EPP and TDES?

Wi h h PCI UPT d ill l d d i• With the PCI UPT mandate still not released, you need to exercise 
extreme caution if purchasing new dispensers or implementing PCI EPP or 
TDES upgrades to existing dispensers

N d lf f h i i l PCI UPT b d h– Need to protect yourself from having to implement PCI UPT‐based changes 
after having purchased (or upgraded) PCI EEP and TDES‐compliant hardware

– Unclear what the timelines for the inevitable payment brand mandates will be

S id• Strategy to consider
– Evaluate cost/benefit of disabling debit at AFDs on July 1, 2010

– Once PCI UPT is released and mandates set by card brands, develop medium‐
to long‐term strategy given “all the facts”

– Engage your dispenser manufacturers in clear dialogs around their product 
plans 
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Evaluation: Voice of ConsumerEvaluation: Voice of Consumer
• Consumers: 54% prefer PIN

• Issuers are incenting signature g g
debit, penalizing PIN use

• Most debit cards don’t need PIN

• BUT – be careful betting against 
consumer preference!

Projected Change in Payment

Source: First Data Corporation 2008



Where Are PIN Debit Costs Going?Where Are PIN Debit Costs Going?
Historic Cost per $50 Transaction Small Retailer/Non‐Grocery

3% CAGR3% CAGR

1% CAGR1% CAGR

15% CAGR15% CAGRCAGR = Compounded Annual Growth Rate

--8% CAGR8% CAGR

PIN and Offline Debit Prices Will Converge by 2011PIN and Offline Debit Prices Will Converge by 2011

Source: Federal Reserve Bank of Kansas City



Average PIN Debit Cost – 34.8 Cents

Average cost if all PIN Average cost if all PIN 
Transactions went “offline”Transactions went “offline”

34.5 cents*34.5 cents*

* Includes new network access and chargeback fees



PCI D bit U d D i i T P SitPCI Debit Upgrade Decision Tree – Per Site
Gather your data:
• Average cost and transaction count for

Is a PIN debit 
transaction

NO
Average cost and transaction count for 

each location:
PIN debit transaction
Signature debit transaction

•Cost to upgrade pump & POS by location

transaction 
cheaper than 
signature?

Voice of Customer:
• How many customers will you lose?

Worst case: 10% of PIN transactions
Best case: 0% of PIN transactions

YESWhat is the cost to upgrade pumps?
“Cost” / 3 years = Annual Cost

What is the potential lost margin?
(Lost Transactions * 10) * .12 = Potential Lost GM

What is the cost to upgrade POS?
“Cost” / 3 years = Annual Cost

How much will you save per year?
Transaction savings X transactions per year = 

Annual Savings

Net Savings?

NO
Net Impact?

Potential Lost GM – Annual Cost = Net Impact

Is Net Impact positive?

Net Savings?
Annual Savings – Annual Cost = Net Savings

Are Net Savings positive?

NOYES

No Upgrades
Accept EFT PIN

Upgrade POS

YES

Accept EFT PIN

Upgrade Site



Preliminary Economic ConclusionsPreliminary Economic Conclusions

• Transaction Cost Savings Considerations:
• Historic price trends indicate PIN debit will be on par with 
offline within 3 years if not already – net of tier pricing

• Average PIN and offline cost spread today APPEARS to be• Average PIN and offline cost spread today APPEARS to be 
negligible

• You will add about .08% in chargeback costs on each PIN 
transaction processed as signature

h d f d d dThese are industry findings ‐ you need to do your 
own homework.



Information You Will NeedInformation You Will Need
• From your processor, get:

– Year end detail, by EFT network, of debit costs
You need total PIN debit transactions and sales $ 

You need average transaction ticket amount by network
• Alternatively, your average PIN debit transaction ticket can be used

You need to determine if your processor charges the same for PIN debit 
as signature debit, excluding network costs

• If there is a difference calculate it – we’ll need it for the comparisonIf there is a difference, calculate it  we ll need it for the comparison

Each EFT network’s share of total PIN sales

– Year end detail of all “outside” signature debit transactions
You need total signature debit transactions and sales $You need total signature debit transactions and sales $ 

Generally there will only be one line of data from Visa and MasterCard

Don’t forget average transaction amount by card brand



Comparison Tool – Industry Samplep y p
Processor/Acquirer Fee Differential - If Any - Cost to 
process PIN debit $0.0000
Total outside PIN debit transaction count 12,000 
Total outside PIN debit transaction sales dollars $234,960

OUTSIDE DEBIT Average Outside Debit Transaction (If Network Sales 
CALCULATOR Not known)

Card Issuer Interchange 
%

Interchange 
(PerTxn) Switch Fee Admin Fee Effective

Rate
Tran 

Amount

Processor 
Fee 

Differential

Total 
cost 

Average Sale by 
Network

Share of 
Transaction

s

Accel 0.6500% $0.1200 $0.0600 $0.00 1.5702% $19.56 $0.000 $0.307 $19.56 1%
AFFN 0 5000% $0 0650 $0 0350 $0 00 0.9392% $22.77 $0 000 $0 214 $22.77 0%AFFN 0.5000% $0.0650 $0.0350 $0.00 $ $0.000 $0.214 $22.77 0%
Alaska Option 0.0000% $0.1900 $0.0700 $0.00 1.0454% $24.87 $0.000 $0.260 $24.87 0%
CU24 0.6500% $0.1200 $0.0500 $0.00 1.9577% $13.00 $0.000 $0.255 $13.00 0%
Interlink 0.7500% $0.1700 $0.0350 $0.00 1.8089% $19.36 $0.000 $0.350 $19.36 47%
Jeannie 0.7500% $0.1500 $0.0400 $0.01 1.7715% $19.58 $0.000 $0.347 $19.58 0%
Maestro 0.7500% $0.1500 $0.0450 $0.00 1.9741% $15.93 $0.000 $0.314 $15.93 3%
NETS 0.6500% $0.1000 $0.0800 $0.00 1.5693% $19.58 $0.000 $0.307 $19.58 0%
NYCE 0.7500% $0.1500 $0.0575 $0.00 1.6953% $21.95 $0.000 $0.372 $21.95 7%
Pulse 0.7500% $0.1000 $0.0900 0.01% 1.2817% $18.69 $0.000 $0.240 $18.69 13%
Shazam 0.6500% $0.1200 $0.0400 $0.00 1.4472% $20.07 $0.000 $0.290 $20.07 3%
STAR  0.8000% $0.1400 $0.0650 $0.01 1.8623% $20.24 $0.000 $0.377 $20.24 25%
AVG PIN - 1 7962% $19 61AVG PIN 
Industry 0.7575% $0.1490 $0.0522 $0.00 1.7962% $19.61 $0.000 $0.352 100%
AVG V/MC Debit 0.7930% $0.1893 $0.0000 $0.00 1.7582% $19.61 $0.345
YOUR AVG PIN 0.7575% $0.1490 $0.0522 $0.00 1.7962% $19.61 $0.000 $0.352

Cost/Tran Total Paid
Average PIN Cost $0 352 $4 227 30Average PIN Cost $0.352 $4,227.30
Cost if processed as 
Signature $0.345 $4,137.85

NET $0.007 $89.45
< annual SAVINGS processing as 

signature



PED Best PracticesPED Best Practices
• Perform a visual inspection on every PED

If ti i di ti f t i ( t h b k l ti– If you notice any indication of tampering (scratches, broken plastic or 
variations in devices), notify the service rep or manufacturer immediately.

• Maintain a current list of serial numbers printed on the bottom of the 
PED that match the internally stored serial number PeriodicallyPED that match the internally stored serial number.  Periodically 
perform a physical inspection to confirm serial numbers

– Immediately remove from service any devices where these serial numbers 
do not match the approved inventory listdo not match the approved inventory list

• Require all repair technicians verify their identity, sign into a visitor log 
and do not allow them to work on PIN pads unaccompanied.

R i h i l t l i t ll d PED• Review physical controls installed on your PEDs
– The PED devices should be mounted on the counter.

– Unplugging cables should require more than turning the unit over and 
l ki d b i d d
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locking stands are becoming standard.



Final thoughts on PIN pads andFinal thoughts on PIN pads and
Automated Fuel Dispensers

• Create a TDES strategy for your PEDs (both attended and• Create a TDES strategy for your PEDs (both attended and 
unattended)
– July 1, 2010 is only 12 months away & there are over a million fueling 

points in the U.S.

• Invest in compliance wisely and with a full plan for all current 
(and potential) standards (especially PCI UPT)(and potential) standards (especially PCI UPT)

• Look beyond PCI standards, for dispensers that have future 
security in their designs – get ahead of the curve

80



What should I do now?



What should I do now?



What should I do now?



Th k !Thank you!

f• Contact Info

Gray Taylor
iNACS Payment Services

gtaylor@nacsonline.com
(512) 508‐3469( )

Michael Davis
NACS VP Member ServicesNACS VP Member Services
mdavis@nacsonline.com
(888)  843‐5705


